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What is Cybersecurity?

The Cybersecurity & Infrastructure Security Agency (CISA) provides
this definition: "Cybersecurity is the art of protecting networks,
devices, and data from unauthorized access or criminal use and the
practice of ensuring confidentiality, integrity, and availability of
information” (Department of Homeland Security, 2019)
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Why is there a need for Cyber Security?

The DoD estimates over $700 billion dollars in loss related to cyber security / poor cyber hygiene
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The Best VPN | have found so far.



What type of data needs protecting?
Personal Data- examples

Your data that is shared with your
bank, your school, your place of
work, your family.

e Personal Identity
Purchase history
Location history
Search history

Facial recognition

Amazon, Google, Facebook (Meta), Apple,
Instagram, Banking data, Store membership,

Healthdata, TikTok
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Protecting the data in an Organization

Confidentiality, Integrity, Availability, this must be the goal of any organization.



Why is there a need for Cyber Security?
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Imost every organization processes Personally Identifiable \
Information (PII).

» The quantity and types of Pll processed is increasing, as is the
number of situations where an organization needs to

cooperate with other organizations regarding the processing
of PII.

» Protection of privacy in the context of the processing of Pll is a

societal need, as well as the topic of dedicated legislation
kand/or regulation all overthe world. /
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Scammers are on the rise

- Grandma calls
- Car insurance is running out

- This is your bank. We want to send you money
but need your bank account and authorization.

- Phishing

- You have won a prize, click on this to-win
- This amazon order is almost complete

- Online dating scams

- Public Wi-Fi.



Why is there a need for Cyber Security?
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Today’s organizations are facing more distributed teams at a time of increased security
threats and reduced IT and security staffing.

This year, Gartner predicts that over half of US workers will be remote. At the same time,
61% percent of organizations experienced a jump of 25% or more in cyber threats or
alerts since the start of COVID-19.

Security teams need an easier way to enforce security everywhere.
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What about my business, do | need to worry?

Federal Contract Information (FCI) —
information provided by or generated
for the Government under contract not
intended for public release.

Controlled Unclassified Information
(CUI) - information that requires
safeguarding or dissemination controls
pursuant to and consistent with laws,
regulations, and government wide
policies.



What About My Business?

Do you use Controlled Unclassified Data?

https://www.archives.qgov/cui/reqistry/cate

qory-list

Examples:

Taxes

Proprietary Business Information
Procurement and Acquisition
Nuclear

Patent

Defense

Export Control

Immigration

Law Enforcement

Legal


https://www.archives.gov/cui/registry/category-list
https://www.archives.gov/cui/registry/category-list

What are the Risks?
Risk and Opportunity Management

Risk: a potential uncertain event that may be harmful or may
negatively impact be achieving objectives.
Risk and Opportunity Management

—Intent: Identify, record, analyze and manage potential risks or opportunities

—Value: Mitigate adverse impacts or capitalize on positive impacts to increase
the likelihood of meeting objectives.

Safequarding is key



A System Security Plan

dentifies all the functions and features of a system.
dentifies all the hardware and software installed on a system.

Defines the security measures that Llimit the access to unauthorized
users.

It defines the training given to sys admins and other users on the
secure use of a system.

It includes the details for auditing and maintaining the system and how
to responds to security incidents that occur on the system.

Comprehensive summary of all security practices and policies that
keep data secure.




Cybersecurity Maturity Certification (CMMC)

Risk: a potential uncertain event that may be harmful or may
negatively impact be achieving objectives.

Risk and Opportunity Management

—Intent: Identify, record, analyze and manage potential risks or
opportunities

—Value: Mitigate adverse impacts or capitalize on positive impacts to
iIncrease the likelihood of meeting objectives.



What are

your business
capabillities?
Cybersecurity
Maturity
Model
Certification
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Asset Management Know what assets you have and where
the data is!

Capabilities:

1. Identify and document assets
2. Manage Asset Inventory

servicenow solarwinds =



Audit & Accountabillity

Define where data is and can be stored.
Retain system, event, & access logs to
assist in the ability audit this access.

Capabilities:

1.

2.
3.
4

Define audit requirements

Perform auditing

ldentify and protect audit information
Review and manage audit logs

splunk >



Awareness & Training Ensure employees have the appropriate
skills & knowledge.

Capabilities:

1. Conduct security awareness activities
2. Conduect training

CYBRARY



Configuration Management Standardize and manage system
configurations.

Capabilities:
1. Establish configuration baselines

2. Perform configuration and change
management

P . PalletOps



ldentification & Authentication Ensure those who access the system are
who they say they are and are properly

authenticated.

Capabilities:
1. Grant access to authenticated entities



Incident Response

Create an abillity to respond and recover
from an incident.

Capabilities:

1. Plan incidentresponse

2. Detectand report events

3. Develop and implement a response to
a declared incident

4. Perform post incident reviews

5. Test incident response

Exostar PolicyPro ForcepOint



Maintenance Ensure systems are kept up to date
(hardware, firmware, patches, etc.)

Capabilities:
1. Manage maintenance

)
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Media Protection Define how media is stored, transported,
and handled.

Capabilities:

1. Ildentify and mark media

2. Protectand control media

3. Sanitize media

4. Protect media during transport

DBAN Parted ﬁﬁi@




Personnel Security Establish a process that allows for thorough
screening of each person accessing the
system/data. This includes employees,
subs, contractors, etc.

Capabilities:
1. Screen personnel
2. Protect CUI during personnel actions



Physical Protection Ensure systems are protected from
physical theft.

Capabilities:
1. Limit physical access

KeyWatcher®



https://www.morsewatchmans.com/products/keywatcher-touch

Recovery Back-up data and ensure those back-ups
remain available.

Capabilities:
1. Manage back-ups



Risk Management Assess risk of the system and effectiveness
of the controls.

Capabilities:

1. Identify and evaluate risk
2. Manage risk

3. Manage supply chain risk



Security Assessment Test, review, and update security controls
(as needed).

Capabilities:

1. Develop and manage a system
security plan

2. Define and manage controls
3. ¢ Perform code reviews

NIST Exostar PolicyPro M Crucible



Situational Awareness Maintain awareness of the threats to the
environment.

Capabilities:
1. Implement threat monitoring

)
<O FireEye aecuril3e0



Systems & Communications Protection Protect data from unauthorized exposure.

Capabilities:

1. Define security requirements for
systems and communications

2. Controlkcommunications at system
boundaries



System & Information Integrity Ensure systems are trustworthy and have
not been intentionally or accidently

altered.

Capabilities:

1. Identify and manage information
system flaws

ldentify malicious content

2
3. Perform network and system
monitoring

4. Implement advanced emall
protections



In Summary:

« Companies can leverage existing policies and procedures to get a jump start-on
compliance

e Leveraging existing frameworks, like CMMC, can assist a company. understand the
multi-tiered maturity levels

Do not wait to get started. You must be certified before being allowed to bid on
contracts

e Stand by for more clarity from the DoD andthe CMMC Accreditation Board in the
near future
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